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Helen of Troy may have had the 
face that launched a thousand 

ships, but even the best facial recogni-
tion algorithms might have had trouble 
!nding her in a crowd of a million strang-
ers. The !rst public benchmark test based 
on 1 million faces has shown how facial 
recognition algorithms from Google and 
other research groups around the world 
still fall well short of perfection.

Facial recognition algorithms that 
had previously performed with more 
than 95 percent accuracy on a popular 
benchmark test involving 13,000 faces 
saw signi!cant drops in accuracy when 
taking on the new MegaFace Challenge. 
The best performer, Google’s FaceNet 
algorithm, dropped from near-perfect 
accuracy on the !ve-!gure data set to 
75"percent on the million-face test. Other 
top algorithms dropped from above 
90"percent to below 60"percent. Some 
algorithms made the proper identi!ca-
tion as seldom as 35 percent of the time.

“MegaFace’s key idea is that algorithms 
should be evaluated at large scale,” says 
Ira Kemelmacher-Shlizerman, an assis-
tant professor of computer science at the 
University of Washington, in Seattle, and 

FINDING ONE FACE  
IN A MILLION
A new benchmark test shows that even Google’s facial 
recognition algorithm is far from perfect

With that in mind, University of Wash-
ington researchers raised the bar by cre-
ating the MegaFace Challenge using 
1"million Flickr images of 690,000 
unique faces that are publicly available 
under a Creative Commons license. 

The MegaFace Challenge forces facial 
recognition algorithms to do veri!ca-
tion and identi#ication, two separate 
but related tasks. Veri!cation involves 
trying to correctly determine whether 
two faces presented to the facial recog-
nition algorithm belong to the same per-
son. Identi!cation involves trying to !nd 
a matching photo of the same person 
among a million “distractor” faces. Ini-
tial results on algorithms developed by 
Google and four other research groups 
were presented at the IEEE Conference 
on Computer Vision and Pattern Recog-
nition on 30"June. (One of MegaFace’s 
developers also heads a computer vision 
team at Google’s Seattle o$ce.)

The results presented were a mix of 
the intriguing and the expected. Nobody 
was surprised that the algorithms’ per-
formances suffered as the number of 
distractor faces increased. And the fact 
that algorithms had trouble identifying 
the same person at di%erent ages was a 
known problem. However, the results 
also showed that algorithms trained on 
relatively small data sets can compete 
with those trained on very large ones, 
such as Google’s FaceNet, which was 
trained on more than 500"million pho-
tos of 10"million people. 

For example, the FaceN algorithm from 
Russia’s N&TechLab performed well on 
certain tasks in comparison with FaceNet, 
despite having trained on 18 million pho-
tos of 200,000 people. The SIAT MMLab 
algorithm, created by a Chinese team 
under the leadership of Yu Qiao, a profes-
sor with Shenzhen Institutes of Advanced 
Technolo'y, Chinese Academy of Sciences, 
also performed well on certain tasks.

 Nevertheless, FaceNet has so far per-
formed the best overall. It delivered the 
most consistent performance across 
all testing.

nEwS

the project’s principal investigator. “And 
we make a number of discoveries that are 
only possible when evaluating at scale.”

The huge drops in accuracy when scan-
ning a million faces matter because facial 
recognition algorithms inevitably face 
such challenges in the real world. People 
increasingly trust these algorithms to cor-
rectly identify them in security veri!ca-
tion scenarios, and law enforcement may 
also rely on facial recognition to pick sus-
pects out of the hundreds of thousands of 
faces captured on surveillance cameras.

The most popular benchmark until 
now has been the Labeled Faces in the 
Wild (LFW) test created in 2007. LFW 
includes 13,000 images of just 5,000 
people. Many facial recognition algo-
rithms have been !ne-tuned to the point 
that they scored near-perfect accuracy 
when picking through the LFW images. 
Most researchers say that new bench-
mark challenges have been long overdue.

“The big disadvantage is that [the !eld] is 
saturated—that is, there are many, many 
algorithms that perform above 95"percent 
on LFW,” Kemelmacher-Shlizerman says. 

“This gives the impression that face rec-
ognition is solved and working perfectly.” 

08.News.INT - 08.News.NA [P]{NA}.indd   11 7/13/16   2:10 PM
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TinyML: an example in smart environmental monitoring

A rock-collapse forecasting system based on intelligent IoT and Edge Units (Northern Italy)
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iSense D1.1: Specification of System Characteristics

Figure 12: The general MIMO system model

In a networked –possibly controlled– environment the system model can describe relationships
within a sensor-actuator augmented unit, at a cluster of units level or at the whole network level;
the particular envisaged P depends then on the application needs.

In the following we consider a general MIMO system description. As a consequence, it also implic-
itly addresses multiple-input single-output (MISO) and single-input single-output (SISO) scenarios.
We recall that continuous-time dynamic systems can be brought back to a discrete-time representa-
tion with discretization techniques such as the (explicit) forward Euler or the (implicit) backward
Euler methods.

The considered MIMO discrete-time system model can be described by means of the canonical
form as the system of equations (similar to the ones presented in (26)-(27))

x(k + 1) = f(x(k), u(k)) + η(k), (46)
y(k) = h(x(k), u(k)) + d(k) (47)

where x ∈ Rn is the state vector, y ∈ R� is the output vector, u ∈ Rm is the input vector, which
may consist of some controlled inputs as well as some uncontrolled inputs which however can be
measured, η is the i.i.d. random variable describing the uncertainty affecting the state vector; d is
an independent and identically distributed (i.i.d.) random variable describing the noise affecting
the output vector. The functions f and h are, in general, non-linear functions and unlike the models
presented in (26)-(27) they are assumed unknown.

The output equation (47) models the relationship among the output, the state and the input
variables, while the state equation (46), models the evolution of the state variables over time with
respect to the inputs and states.

The discrete-time model presented above is quite general and allows the modeling of a wide range
of applications. In the following, we specialize the system model to cover interesting application
cases, namely those where P can be described within a regression framework, the case where the
output variables coincide with the state variables (input-output description) and the general case
where the process can be specified with a state space representation.

2.2.1 Regression models

When P does not have internal states (i.e., the system has no dynamics), the output variables
depend only on the input variables at time k and, hence, (47) can be rewritten as

y(k) = h(u(k)) + d(k) (48)

23
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as in single vs. ensemble, sequential vs. batch, passive vs.
active.

We believe that the classification active vs. passive is the
most appropriate one since it refers to the way classifiers
adapt in response to concept drift. In the following, we mainly
focus on active classifiers [2]–[5], [8]–[20], since the proposed
approach falls in this category. Readers interested in passive
classifiers can refer to [1], [6].

Active classifiers rely on triggering mechanisms detecting
when the classifier is no more aligned with the current concept,
generally by means of a CDT.

The adaptation phase is then activated as soon as a change
is detected, and moves the learning machine into a new opera-
tional state. On the contrary, in passive solutions, the classifier
undergoes a continuous update every time new supervised
samples are made available. These latter solutions generally
rely on an ensemble of classifiers with adaptation confined in
the update of the weights of the fusion/aggregation rule and
in the creation/removal of classifiers composing the ensemble.

[19] suggests an active classifier that monitors nonstation-
arity by inspecting variations in the mean value of a sliding
window opened over raw data. Differently, [18] takes decisions
by inspecting the normalized Kolmogorov-Smirnov distance
between the cumulative density functions estimated from the
training samples and a window of the most recent ones.

[14]–[17], [20] present triggering mechanisms based on
the classification error. In more detail, [14], [16], [20] detect a
change when the classification error exceeds a fixed threshold
(which is tuned according to the sample standard deviation
of the associated Bernoulli distribution). [17] suggests an ad-
hoc statistical test on the proportion of incorrectly classified
samples for comparing two different partitions of supervised
couples. [15] introduces an active classifier for concept drift
that relies on a sequential CDT (the Bernoulli exponential
moving average chart) to assess the stationarity of the clas-
sification error over time.

The JIT classifiers [2] and [3], introduced the inspection
of raw data pdf without relying on supervised labels, as
these could be seldom available. More specifically, preliminary
versions of JIT classifiers [3], [13] rely on the CI-CUSUM
CDT [2], whereas most recent solutions have enforced the
ICI-based CDT [4] as a core technique. In [10] a specific
solution for gradual concept drift is presented. In some cases,
concept drift cannot be detected by solely inspecting the
distribution of raw data, e.g., when the concept drift affects the
class function without modifying the distribution of unlabeled
observations. The same problem arises when observations
contain qualitative components, a situation hardly manageable
with a CDT. To this purpose, an extension of the basic JIT
classifier to detect drifts affecting the average classification
error has been presented in [5]. A particularly convenient
solution consists in simultaneously monitoring the pdf of the
raw data and the classification error, by combining different
CDTs.

III. PROBLEM STATEMENT

Let us consider a classification problem where sequential
couples (xt, yt) are generated according to an unknown pdf. In

particular, let xt 2 Rd be the observation at time t, generated
by an unknown process X , and let yt be its class label,
belonging to a finite set ⇤. The probability of observations
at time t can be expressed as

p(x|t) =
X

y2⇤

p(y|t)p(x|y, t), such that
X

y2⇤

p(y|t) = 1,

(1)
where p(y|t) > 0, is the probability of receiving a sample
of class y 2 ⇤, while p(x|y, t) is the conditional probability
distribution of class y at time t. Both the probabilities of
classes and the conditional probabilities are unknown and,
possibly, time variant (whenever a concept drift occurs).

The training sequence is composed of the first T0 observa-
tions, assumed to be generated in stationary conditions, i.e.,
8y 2 ⇤, p(y|t) and p(x|y, t) do not change in t 2 [0, T0]. No
assumptions are made on how often supervised pairs (xt, yt)
are provided during the operational life (t > T0), as these
could be received following a regular time-pattern scheme
(e.g., one supervised sample out of m) or asynchronously.

IV. JIT CLASSIFIERS FOR RECURRENT CONCEPTS:
THE GENERAL FORMULATION

The key elements composing a JIT classifier are the set
of concept representations C = {C1, . . . , CN} and the set of
operators {U ,⌥,D, E ,K} designed to handle such represen-
tations.

The i-th concept representation is defined as the triplet
Ci =

�
Zi, Fi, Di

�
where Zi is a sequence of supervised

pairs, Fi is a sequence of features characterizing the i-th
concept (to be used to assess the equivalence between two
concept representations), and Di is a sequence of features
used by the CDTs to detect a drift in the i-th concept. Not
rarely, Di contains also the same features of Fi. Examples of
Di are the cumulative statistics in CUSUM-like CDT [21];
examples of Fi are the sample statistics from non-overlapping
subsequences of observations.

The operators are defined as follows
• the update operator U(Ci, R) ! Ci. The operator U

receives concept Ci and a sequence of supervised or un-
supervised observations R. The operator U modifies the
concept representation Ci by appending recent supervised
samples Zi or features extracted from R to Fi.

• the split operator ⌥ (Ci) ! (Cj , Ck). The operator ⌥
divides a concept representation Ci into two disjoint
concept representations Cj and Ck. Elements that cannot
be safely associated either to Cj or Ck are discarded.

• the concept-drift detection operator D(Ci) ! {0, 1}: D
sequentially assesses the stationarity of concept Ci by
monitoring features in Di. When D(Ci) = 0 all observa-
tions yielding Ci are generated from the same concept,
i.e., “no concept drift” has occurred. When D(Ci) = 1,
the representation Ci has not been obtained from a single
concept, i.e., “concept drift has been detected”.

• the equivalence operator E(Ci, Cj) ! {0, 1}. E checks
if Ci and Cj are equivalent: E(Ci, Cj) = 1 means that
Ci and Cj are two representations coming from the same

Output (y)
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concept representations Cj and Ck. Elements that cannot
be safely associated either to Cj or Ck are discarded.

• the concept-drift detection operator D(Ci) ! {0, 1}: D
sequentially assesses the stationarity of concept Ci by
monitoring features in Di. When D(Ci) = 0 all observa-
tions yielding Ci are generated from the same concept,
i.e., “no concept drift” has occurred. When D(Ci) = 1,
the representation Ci has not been obtained from a single
concept, i.e., “concept drift has been detected”.

• the equivalence operator E(Ci, Cj) ! {0, 1}. E checks
if Ci and Cj are equivalent: E(Ci, Cj) = 1 means that
Ci and Cj are two representations coming from the same

Obsolete model

Wrong decisions

Perturbed, 
incorrect and 
missing data 

can hence 
heavily affect 

the subsequent 
processing 

phase so as to
possibly induce 

wrong decisions 
or on-the-field 

reactions.
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Two (integrated) challenges to be addressed

Learning in presence 
of concept drift

Efficient on-device 
learning
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Adaptation is the game changer

instance 
selection

instance 
weighting

Multiple
Models

Passive
solution

Active 
solution

• Traditional assumption: stationarity hypothesis

• Adaptive solutions in a non-stationary framework:
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Adaptation is the game changer

instance 
selection

instance 
weighting

Multiple
Models

Passive
solution

Active 
solution

• Traditional assumption: stationarity hypothesis

• Adaptive solutions in a non-stationary framework:

The TinyML perspective
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Passive vs Active approaches

Environment

Sensors

Adaptation

Application / Service

User

Environment

Sensors

Detection

Adaptation

Application / Service

User

Passive Active 
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The just-in-time adaptive framework
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On-device TinyML for Concept Drift

H
ar
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Software

Machine and Deep 
Learning Inference

Sensors

Actuators

Preprocessing

Postprocessing
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On-device TinyML for Concept Drift
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On-device TinyML for Concept Drift

• The Feature Extractor extracts 
features from the input xt

• A pre-trained DL model (transfer 
learning) approximated by means of:

• Task-Dropping
• Precision Scaling
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On-device TinyML for Concept Drift

• Reduces the dimensionality of 
extracted features (e.g., filter-
selection mechanisms)
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On-device TinyML for Concept Drift

• kNN classifier

• Pros: It does not require a training 
phase

• Cons: Memory demand and 
computational complexity
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On-device TinyML for Concept Drift

• kNN classifier

• Pros: It does not require a training 
phase

• Cons: Memory demand and 
computational complexity

Condensing and Editing Algorithms for kNN
Identifying the smallest subset of training data 
that can correctly classify all the training sample 
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On-device TinyML for Concept Drift

• The adaptation module receives as 
input the sample x and the kNN
prediction y

• When the supervised information yt
is available, it updates the 
knowledge base of kNN
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On-device TinyML for Concept Drift

• Passive Update: the 
adaptation is carried out at
each new supervised
sample 

• Active Update: the 
adaptation is triggered by 
a Change-detection test

• Hybrid Update: integrates
passive and active update
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Passive update: condensing-in-time

• The adaptation is carried out at each new supervised sample 
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Active update: Active Tiny kNN

• The adaptation is triggered by a CUSUM-based change-detection mechanism

MultiDim-CUSUM cdt

Estimation of the change time instant
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Hybrid update

• Integrating passive and active updates

• The hybrid update continuously adaptsT
over time thanks to the passive adaptation

• The active adaptation present in the hybrid
update can quickly discard obsolete 
knowledge when a change is detected and 
set a bound on the memory footprint of T. 
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Some relevant results (Speech Command Identification)

Concept drift refers to the introduction of noise (distortion, reverb, and echoes)

Spectrogram
Processing

Feature 
Extraction

KNN classification with 
10 and 50 samples
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Two current research directions

Semi Supervised 
TinyML

Automatic 
design, 

development 
and deployment 
for On-line Tiny 

Machine 
Learning
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Thank you for the attention!
34
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