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Matthew Stewart
Matthew Stewart is a postdoctoral researcher in the Edge 

Computing Lab at Harvard University. He holds a Ph.D. and 

MSc in Engineering Sciences and Data Science from 

Harvard University, and an integrated BEng/MEng in 

Mechanical Engineering from Imperial College London and 

the National University of Singapore. Matthew's research 

work is highly interdisciplinary, encompassing embedded 

machine learning, autonomous vehicles, benchmarking 

tools for reinforcement learning and robotics, sustainable 

computing, and machine learning sensors. Matthew is also 

a part-time blogger for Towards Data Science, a co-creator 

of the HarvardX tinyML courses, and a research coordinator 
at MLCommons.
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Miniaturization of Compute

Data Centers Edge Devices Internet-of-Things TinyML



5 Quintillion
bytes of data produced 

every day by IoT

Source: Harvard Business Review, What’s Your Data Strategy?, April 18, 2017
Cisco, Internet of Things (IoT) Data Continues to Explode Exponentially. Who Is 
Using That Data and How?, Feb 5, 2018

<1%
of unstructured data is 
analyzed or used at all

No Good Data Left Behind
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https://hbr.org/webinar/2017/04/whats-your-data-strategy
https://hbr.org/webinar/2017/04/whats-your-data-strategy
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
https://blogs.cisco.com/datacenter/internet-of-things-iot-data-continues-to-explode-exponentially-who-is-using-that-data-and-how
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The “Classic” TinyML Paradigm

Physical Sensor Processor Cloud

Sensor 1.0
Raw data Optional connection 

to cloud-based 

system
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How do we architect future Tiny Machine Learning (tinyML) sensors

efficiently, effectively and robustly into the embedded ecosystem?
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Machine Learning Sensors



Machine Learning Sensors
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by Useful Sensors

“

”

An ML sensor is a self-contained system that

utilizes on-device machine learning to extract

useful information by observing some complex set

of phenomena in the physical world and reports it

through a simple interface to a wider system.
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Machine Learning Sensors

Physical Sensor Processor Cloud

Sensor 1.0
Raw data Optional connection 

to cloud-based 

system
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Sensor 2.0

Machine Learning Sensors

ML Sensor Processor Cloud

Optional connection 

to cloud-based 

system

High-level 

features/labels
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensors - Guiding Set of Principles
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1. We need to raise the level of abstraction to enable ease of 

use for scalable deployment of ML sensors; not everyone 

should be required to be a developer or an engineer to leverage 

ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior instead of exposing 

the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software updates, and 

networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all the relevant 

information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and hardware 

transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensor Principles — Abstraction
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Principles — Abstraction

Person

detector

Gaze 

sensor

Voice 

command

Text 

recognizer
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Principles — Abstraction
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; not everyone 

should be required to be a developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and 

defined by its input-output behavior instead of exposing the 

underlying hardware and software mechanisms that support ML 

model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software updates, and 

networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all the relevant 

information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and hardware 

transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensor Principles — Data-centric
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors;

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior instead 

of exposing the underlying hardware and software mechanisms that support ML model execution. 

ML Sensor Principles — Data-centric

Raw Data

Sensor 1.0

Sensor 2.0

High-level 

information
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; not everyone should be 

required to be a developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior instead of exposing the 

underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-

free. Features such as reusability, software updates, and networking 

must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet all the relevant 

information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and hardware 

transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensor Principles — Simplicity
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability,

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Principles — Simplicity

Source: https://github.com/usefulsensors/person_sensor_docs

We need to define or rely on standard interfaces 

and mechanisms for communication with sensors.
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability,

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Principles — Simplicity

Source: https://github.com/usefulsensors/person_sensor_docs

We need to define data 

formats to enable 

interoperability and 

exchange of ML sensors 

across manufacturers
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability,

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Principles — Simplicity

Source: https://github.com/usefulsensors/person_sensor_docs
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; not everyone should be 

required to be a developer or an engineer to leverage ML sensors into their ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior instead of exposing the 

underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, software updates, and 

networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely 

accessible ML sensor datasheet all the relevant information to 

supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, and hardware 

transparency where possible, without necessarily relinquishing any claim to intellectual property.

ML Sensor Principles — Documentation
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Principles — Documentation

ML Sensor Processor Cloud

Optional connection 

to cloud-based 

system

High-level 

features/labels
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Principles — Documentation

1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensor Processor Cloud

Optional connection 

to cloud-based 

system

High-level 

features/labels
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Datasheet Template
Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Compliance

Diagram and

Form Factor

Hardware Characteristics 

Communication 

Specification and 

Pinout

Model

Characteristics

Environmental Impact

Privacy and Security

End-to-End

Performance Analysis

Data

Nutrition Label
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Model Characteristics
Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Compliance

Diagram and

Form Factor

Hardware Characteristics 

Communication 

Specification and 

Pinout

Environmental Impact

Privacy and Security

End-to-End

Performance Analysis

Data

Nutrition Label

Model

Characteristics

● Provides a concise, holistic picture of the performance

characteristics of a machine learning model

● For our sensor, this is a binary classification person

detection model which processes raw image data

(Mitchell et al., 2019)

https://scholar.google.com/citations?user=l0fXzvIAAAAJ&hl=en&oi=sra
https://arxiv.org/pdf/1810.03993
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Data Nutrition Label
Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Compliance

Diagram and

Form Factor

Hardware Characteristics 

Communication 

Specification and 

Pinout

Model

Characteristics

Environmental Impact

Privacy and Security

End-to-End

Performance Analysis

Data

Nutrition Label

● Offers a succinct, comprehensive snapshot of dataset

attributes used for model training

● For our sensor, this focuses on attributes of the visual

wake words dataset derived from MS-COCO.

(Holland et al., 2020; Chmielinski et al., 2022)

https://scholar.google.com/citations?user=l0fXzvIAAAAJ&hl=en&oi=sra
https://arxiv.org/pdf/1805.03677.pdf?source=post_page---------------------------
https://arxiv.org/pdf/2201.03954
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Privacy and Security Label
Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Compliance

Diagram and

Form Factor

Hardware Characteristics 

Communication 

Specification and 

Pinout

Model

Characteristics

Environmental Impact

End-to-End

Performance Analysis

● Privacy. Provides clear and transparent information regarding

data capture, usage, and storage for each data modality.

● Security. Safety protocols and security mechanisms associated

with the device are outlined.

Data

Nutrition Label

(Emami-Naeini et al., 2021)

Privacy and Security

https://scholar.google.com/citations?user=l0fXzvIAAAAJ&hl=en&oi=sra
https://par.nsf.gov/servlets/purl/10316405
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Performance Analysis
Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Compliance

Diagram and

Form Factor

Hardware Characteristics 

Communication 

Specification and 

Pinout

Model

Characteristics

Environmental Impact

● Provides an indication of demographic biases as well as

performance changes under varying environmental conditions.

● Experimental study conducted under different lighting and

distances to assess sensor performance in real-world conditions.

Data

Nutrition Label

Privacy and Security

End-to-End

Performance Analysis



Experimental Study Details

● Data collected from 39 participants

● Each participant tested at three different

distances and three lighting levels (nine total

scenarios)

● Ten measurements (~10 s) taken at each

location and averaged

● Six sensors utilized: three open-source ML

sensors and three commercially available

(Useful Sensors)

● Neutral background environment with no

ambient light exposure; 32 homogeneously

distributed overhead lights

Open-source 

person detector

Useful Sensor 

person detector

Background 

Environment

1 m

3 m

5 m

54
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Compliance
Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics 

Communication 

Specification and 

Pinout

Model

Characteristics

Environmental Impact

ML sensors should be tested by 3rd party certification agencies or

bodies that specialize in AI/ML technologies to:

1. Ensure adherence to industry standards and regulations

1. Support data integrity and accuracy

1. Foster trust in the product's performance and reliability

Data

Nutrition Label

Privacy and Security

End-to-End

Performance Analysis

Compliance
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Hardware Details

Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Model

Characteristics

Data

Nutrition Label

Privacy and Security

End-to-End

Performance Analysis

Compliance

Environmental Impact

Hardware Characteristics 

Diagram and Form Factor

Communication Specification

Diagram and

Form Factor

Communication 

Specification and 

Pinout
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Environmental Impact
Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics

Model

Characteristics

Env. Impact

Performance Analysis

Data

Labels

Privacy 

& 

Security

Communication Spec. 

& Pinout

Compliance

Description, Features 

and Use case

Diagram and

Form Factor

Hardware Characteristics 

Communication 

Specification and 

Pinout

Model

Characteristics

● Need to consider environmentally-relevant metrics such as

carbon emissions, water usage, and eutrophication potential.

● Carbon emissions have two relevant sources: operational energy

consumption and hardware manufacturing and infrastructure.

● Majority of emissions from our person detection sensor are

associated with the embodied footprint. Data estimated using our

TinyML sustainability calculator.

Data

Nutrition Label

Privacy and Security

End-to-End

Performance Analysis

Compliance

Environmental Impact

(Gupta et al., 2022; Prakash et al., 2022)

Total Emissions

2.34 kg CO2-eq

https://harvard-edge.github.io/TinyML-Footprint
https://scholar.google.com/citations?user=l0fXzvIAAAAJ&hl=en&oi=sra
https://hsienhsinlee.github.io/MARS/pub/isca2022.pdf
https://arxiv.org/pdf/2301.11899
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

ML Sensors - Guiding Set of Principles
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1. We need to raise the level of abstraction to enable ease of use for scalable deployment of ML sensors; 

not everyone should be required to be a developer or an engineer to leverage ML sensors into their 

ecosystem.

2. The ML sensor’s design should be inherently data-centric and defined by its input-output behavior 

instead of exposing the underlying hardware and software mechanisms that support ML model execution. 

1. An ML sensor’s implementation must be clean and complexity-free. Features such as reusability, 

software updates, and networking must be thought through to ensure data privacy and secure execution. 

2. ML sensors must be transparent, indicating in a publicly and freely accessible ML sensor datasheet

all the relevant information to supplement the traditional information available for hardware sensors. 

3. We as a community should aim to foster an open ML sensors ecosystem by maximizing data, model, 

and hardware transparency where possible, without necessarily relinquishing any claim to intellectual 

property.

Recap of ML Sensors



Radcliffe exploratory seminar to determine:

What ethical considerations are 

necessary when developing 

ML sensors?

What compliance standards must be met 

by ML sensor developer and 

manufacturers?

How should ML sensors interface with 

existing systems?

Call to Action

64

Ethics Standards

Interface

Datasheet

CompliancePrivacy & 

Security

Fairness & 

Accountability



mlsensors.org
https://github.com/harvard-edge/ML-Sensors
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